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Installing Citrix

1) Go to receiver.citrix.com.

2) Click on Download Receiver
for Windows.

[ www.citrix.com/go/receiver.htr

CITRIX

Receiver

Access apps and desktops on any device

Citrix Receiver is the easy-to-install client software that provides access to your XenDesktop and XenApp
installations. With this free download you can access applications, desktops and data easily and securely from
any device, including smartphones, tablets, PCs and Macs.

Download Receiver 4.2 for Windows

3) When you click Download
Receiver, the browser may R
prompt you to save the file. If B GrixReceiver.cxe
so click Save File. which is: Binary File (56.8 ME)

from: http://downloadplugins.citrix.com

‘Would you like to save this file?

Cancel

4) Once the download appears, ’
) PP Thank you for downloading

click on the download in order
to start the installation.

Citrix Receiver

About Installing Citrix Receiver
@ wt an | down| - n other platforms and
@ How eceive
@ Howdolget hel talli 1sing Receive
@ I'mlooki the ICA Client. Is that the same as R
@ | e a version of Receiver alre: lle eed ninstall previous ver
7 CitrixReceiver (3).exe ‘I
5) If a User Access Control R - 5= ity Waming ==
window prompts you to Do you want to run ths fle?
Continue Click Run or Yes. Name: CiUsers\tranch\Downloads\CitrixReceiver.exe
! Publisher: Citrix Systems, Inc.

Type: Application
From: C\Usersitranch\Downloads\CitrixReceiver.exe

) .

i T ] While files from the Intemet can be useful, this file type can
| ‘5 potertially ham your computer. Orly run software from publishers
= you trust. What's the risk?
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6) Click Next.

Welcome to Citrix Receiver Setup

Y ) Click Next to setup Citrix Receiver on your
computer.

Citrix Receiver

7) Check the box to | accept the
License Agreement. Then
click Install.

License Agreement

You must accept the license agreement below to proceed

(CITRIX LICENSE AGREEMENT

Use of this Citrix Receiver software is subject to the Citrix license
covering the specific edition of the Citrix product with which you will be
using this software. Your use of Citrix Receiver is limited to use on the
devices for which it was created for connection to the Citrix product(s). If
your device is connected to the Intemet, Citrix Receiver may, without
additional notice, check for Citrix Receiver updates that are available for
download and installation to your device and let you know of their
availability. Only non-personally identifiable information is transmitted
'when this happens, except to the extent that [P addresses may be v

@accept the license agreement

Install

8) Click Finish.

Citrix Receiver™

J Installed successfully!

If you received instructions to set up Receiver with your email or
a server address, click Add Account.

Restart your computer to ensure that the program has successfully been installed.
You have successfully installed Citrix.
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Installing Java for Windows 8

1) Goto java.com
and click on Free

Java Download.

2) Click Agree and
Start Free
Download.

&) java.com: Java = You

€ - C [ wwwjava.com/en/ =
+Download  Help
i
A o]
2
¥
|
Free Java Download
» Whatis Java? » Dolhave Java? » Need Help?
About Java
£ javaone @)Alice ]
Greenfoot BlUEl
Java Doveloper Java + Alice Java + Greenfoot Java + BlueJ Oracle Academy Java Magazine
Conference
|%)| Download Java for Windc X
€ - C |[) www.java.com/en/download/win8.jsp

Download  Help

2 MU Download Java for Windows

»Whatis Java? Recommended Version 8 Update 40 (filesize: 547 KB)

» Remove Older Versions

» Disable Java

» Eror Messages A, Downloading and installing Java will only work in Desktop mode on Win
stiCulesn ot avd 8.1. See the Java on Windows 8 FAQ for more detailed information.

» Other Help

Offline Installation

Trouble downloading? Agree and Start Free
Try the offline installer Download

By downloading Java you acknowledge that you have rei
accepted the terms of the end user license agreeme

When your Java installation completes, you may need to restart your |
windows and re-open) to enable the Java installation.

» Installation Instructions
» System Requirements

Not the right operating system? See all Java downloads.

Java software for vour comouter. or the Java Runtime Environment. is also refe|
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» Disable Java

3) Click on the
) » Error Messages /i, Downloading and installing Java will only work in Desktop mode on
dOWnloadEd flle > %Mﬁ 8.1. See the Java on Windows & FAQ for more detailed ir i
» er Hel

to launch the

Offline Installation

installation.
Trouble downloading? Agree and Start Free
Try the offline installer Download

By d ding Java you viedge that you have
accepted the terms of the end user license agre¢

When your Java installation completes, you may need to restart yc
windows and re-open) to enable the Java installation.

» Installation Instructions
» System Requirements

Notthe right operating system? See all Java downloads.

%] chromeinstall-8ud0.exe

4) If a User Access - Security Warning ]
Control window Do you want to run this file?
prom pts you to @ Name: C\Users\tranch\Downloads\CitrixReceiver.exe
. . Publisher: Citrix Systems, Inc.
continue, click Tyve: Appication
Run or YES From: C\Users\tranch\Downloads\CitrixReceiver.exe i

potentially ham your computer. Only run software from publishers

@ While files from the Intemet can be useful, this file type can
youtrust. What's the risk?

5) The Java Setup-
Welcome page
will appear. Click
Install.

Welcome to Java

Java provides safe and secure access to the world of amazing Java content.
From business solutions to helpful utilities and entertainment, Java makes your
internet experience come to life.

Note: No personal information is gathered as part of our install process.
Click here for more information on what we do collect.

Click Install to accept the license agreement and install Java now.

[[] change destination folder ( install > )
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6)

7)

8)

Make sure that
the boxes for any
offers to install
additional
services (such as
the example
pictured) are
UNCHECKED.
Once unchecked,
click Next.

***If you do see
this screen, make
sure the Restore
Java Security
Prompt is
checked then click
Next. If not, skip
to step 8.***

Click Close.

Required System Setup — Windows 8

ORACLE

Offer to Install the Shopping App by Ask

€« C f

Save big on items from groceries to gadgets with links to coupons and deals! Also, get easy
access to search and popular shopping sites. The Shopping App by Ask installs on Chrome.

[SEARCH APPLICATION END USER LICENSE AGREEMENT

This Search Application End User License Agreement [“Agreement”'], applies to web search

Iso add the Search Extension by Ask. Set and keep Ask as my default
search provider, browser home page and new tabs page.

By clicking "Next" and installing the Shopping &pp by Ask and the Search Extension by Ask,
your use is subject to the Ask.com Terms and Conditions and Privacy Policy. The Shopping &pp
by Ask and the Search Extension by Ask are products of APN, LLC. De-selecting the checkbox
above declines this optional search offer and proceeds with the rest of the install process.

ORACLE

Restore Java security prompts

Some Java security prompts have been hidden when you selected the
‘Don't show this again’ option. You can improve the security of your
personal information by restoring these prompts every 30 days.

More
information

Restore Java security prompt:

«
= Java

oRACLE

v/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
More about update settings

When you click close, your browser will be opened so you can verify that
Java is working.

Restart your computer to ensure that the program has successfully been installed.

You have successfully installed Java.
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Configuring Java on Windows 8

3)

4)

1) In the Java Control
Panel, click on the
Security Tab.

Pick Method 1 or Method 2 to access the Java Control Panel

Method 1
Press Windows logo key + W to open
the Search charm to search settings

Click the dropdown menu and select
Everywhere

In the search box type: Java Control
Panel

Click on the Java Control Panel icon to
open

1)

2)

3)

4)

5)

Method 2
Drag the Mouse pointer to the Right
bottom corner of the screen

Click on the Search icon and type:
Control Panel

Click on Control Panel.

In the Control Panel Search type: Java
Control Panel

Click on the Java Control Panel to
open.

Security level for applications not on the Exception Site list

() Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

Enable Java content in the browser

https: //*.state.sbu
https: //cag.state.gov

A

Edit Site List...

v

Restore Security Prompts } l Manage Certificates...

I OK ] l Cancel Apply
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Motk & Remat Sccess

2) On that page, click on
Edit Site List.

General | Update | Java | Security! Advanced |
| l |

Enable Java content in the browser

Security level for applications not on the Exception Site list

(O Very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

(®) High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https: //*.state.sbu A
https://cag.state.gov ¢ Edit Site List... D
v

Restore Security Prompts I | Manage Certificates... '

OK I [ Cancel Apply

3) The Exception Site List

will open. Then click
Add. Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

Location
https: //*.state.sbu
https: //cag.state.gov

—

< Add > Remove
Ty FILE and HTTP protocols are considered a security risk.

We recommend using HTTPS sites where available.

ok | [ concd

December 2015 7 SBU



M RA Required System Setup — Windows 8

Matike & Remate Access

4) In the field where Applications launched from the sites listed below will be allowed to run after the appropriate security
the [ is located prompts.

type in the following and Location

click Add O ]

a) https://cag.state.gov
b) https://goive.state.gov

(Note: If these links are
entered

— . Applications launched from the sites listed below will be allowed to run after the appropriate security
correctly, the will iy ' '
disappear from those

. Location
links.)
https: //*.state.sbu

https: //caq.state.gov
https: /[fwww.example,com/dir] or https:/jwww.example,com/app.html

Click OK.

“]h FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

Now your Java has been successfully configured.
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Configuring Plug-Ins on Firefox

1) Open Motzilla Firefox.

Mozilla
Firefox

o]

2) On the upper right . - .
hand corner Of the ] @ MoaitaFouncalicn (U5 | tpsu ot ong/er L/hnclo33 /it & [B- oot o sleE & ﬁ@<=
browser, click on the

@ Tk
Menu button (It has 3
horizontal lines).
Welcome to Firefox
Commilled Lo you, your privacy and an open Web.
3) Adrop down menu Ll d 3 A=
will appear, select the m o cony poste |
icon that says Add- - 100% +
Ons. 3 o B
8 O o |
X
Py
4) On the left side, click € O ricior sboutaddons
on the tab Plugins. A
list of all of your
plugins will appear. =t
]
4
QJD Services -
5) Locate the plugin Java /{ Appearance & TevalTN) Platform SE7 U71 10.71.2
(TM) Platform and set Next Generation Java Plug-in 10.71.2 for Mozilla browsers  More Askto Activate ¥
the plugin to Always i Plugins Askto Activate
Activate. < zlwaysAdivate 1)
Never Activate

g{) Services
6) Repeat this process
for any plugins with
the word Citrix.

You may close the browser now and the settings will be saved.
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Configuring Plug-Ins on Internet Explorer

1) Open
Internet Explorer

2) On the upper rlght a4 xlp Search State P '

hand corner of the ”
browser, click on B8 -2 & P

Tools. A drop down S e REGHRER
. p 5 Reopen Last Browsing Session [ -
ill | | General | security | Privacy | content | Connsmﬁs,\ Programs
menu will appear. [ Pop-up Blocker » l I
Il [ Manage Add ans Default web bronser
SeleCt Internet (=) Internet Explorer is not currently the
. & Weork Offline default web browser. s g
optlons- B Compatibility Vie [#] Tell me if Internet Explorer is not the default web browser.
Comptibility View Settings Mariage add-ors
Full Screen F11
A% Enable or disable browser add-ons
3) Click on Progra ms and Toolbars L4 , installed in your system.
. Explorer Bars » HTML editing
then click on S
““’*""‘E?' < Developer Tools F12
inguage tools
Manage Add-Ons
OneNote Linked Notes
Lync add-on
Send te OneNote
i Internet Options ""',

Bandeoo Media, Inc.

DataMngr A

4) Once the Manage
Add-on page loads,
make sure that the

Currently loaded add-ons

Currently Loaded Add_ Run without permission

: Downloaded controls
ons is changed to All
Add-ons.

5) Locate anything that MName Publisher Status Load time MNaviga

says Citrix (Or Citrix GpcContainer Class Cisco WebEx LLC Enabled
ICA Cilent) . Right click Citrix Systems, Inc.

. . Citrix ICA Client
on Citrix ICA Client, - -

. DigitalPersona, Inc.

and click on Enable. HP ProtectTools Security Mana... Digitalf Columns 009s

Group by
Sort by 3

Copy
More information

Juniper Networks, Inc.
JuniperSetupControlXP Class Junipe

JuniperSetupClientControl Class  Junipe

Microsoft Corporation

[ J—. MA o CECFCIITIINTT T

[, Research Not Availzble Enabled

6) Repeatthe same
Uracle Amenca, Inc.

process (Right click ]
Javaltm) Plug-In 2 55V Helper ~ Oracle Americg, Inc. Enabled 009s 019s |~
and Enable) on all il Pug ’

Java(tm) Plug-In S5V Helper Oracle America, Inc., Enabled 002
Java (Java

Java SE Runtime Environment ... Oracle America, Inc. Enabled
TM/SE/etc.) Show:
[.ﬂl\ arld-nnc v] =

Click Close to close out of Manage Add-Ons. Click OK to close out of Internet options.
You may close the browser now and the settings will be saved.
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Disabling Pop-Ups for Firefox

1) Open the Firefox Browser. (’.‘)
&

Mozilla
Firefox

AR

2) On the upper right hand e ¥ e
corner of the browser, — o — ’@<=
click on the Menu button R\ ® mumom
(It has 3 horizontal lines). J

Welcome to Firefox
Commilled Lo you, your privacy and an open Weo.
3) Adrop down menu will = - E
appear- select the icon -

5

that says Options. ot Peste
- 100% +
O < B
New Window  New Private Save Page
Window
a0
a2 0 @
w
Print History Full Screen
Find Options Add-ons
’ Open options |
Developer
4) Or\ the left hand side, tabs € ) © Firetox | aboutpr
will appear. Select =
Content.
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5)

6)

7)

While you are in contents,
click Exceptions — located
next to Pop-Ups

The Allowed Site- Pop Ups
menu will appear.

In the field Address of
Website, enter the
following then click Add:
a) https://go.state.gov

b) https://cag.state.gov
c) https://goive.state.gov

A list of allowed sites
should appear like so. Click
Close.

Required System Setup — Windows 8

Content

DRM content

v | Play DRM content Learn more

Allowed Sites - Pop-ups x

Pop-ups
+' | Block pop-up windows

You can spedfy which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then dick Allow.

Address of website:

<

—

Allow

Site Status

Remove Site Remowve All Sites Close

Allowed Sites - Pop-ups x

You can specify which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then dick Allow.

Address of website:

I |

Site Status
goive.state.gov Allow
cag.go.gov Allow
go.state.gov Allow
Remove Site Remove All Sites Close

Exit out of the Options menu.
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Disabling Pop-Ups for Internet Explorer

1) Open up Internet Explorer.

2) At the top of browser, click
on Tools. Then click on Pop-

[ L0 e

a4 x|t P

up Blocker. Then click Pop-

& - ~ O d& v Pagew Safetyl [Tooks~ bv >

up Blocker Settings. -
"f_[ Reopen Last Browsing Session
x

Turn Off Pop-ug Blocker i] Pop-up Blocker feb
I Pop-up Blocker Settings =
e % Work Offline
B Compatibility Viev
Compatibility View Settings
Full Screen Fi1
Toolbars 4
Advanced search b
Language tools. Explorer Bars
‘ I'm Feeling Lucky <y Developer Tools F12
Suggested Sites
and events that defined YouTube in 2014 OneNote Linked Notes
Send to OneMote
Sun Java Console
Solutions  +Google  About Google
Internet Options
rivacy - Terms
i< Wi D —— i
3) This will open the Pop-Up Pop-up Blocker Settings u

Blocker Window.

4) In the field that says @
Address of websites to

allow, enter the following ?ﬁd
then click Add: ‘3[ pd |

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specifi
websites by adding the site to the list below.

a. https://go.state.gov

b. https://cag.state.gov

c. https://goive.state.gov
5) Once completed, a list of

allowed sites should appear

like so. Then, click Close.

6) Close out of the browser.

e —— I
Pop-up Blocker Settings (-
Exceptions
Pop-ups are currently blocked. You can allow pop-ups from specific
Z !| websites by adding the site to the list below
Address of website to allow
| Add
Alowed sites
cag state gov Remove
go.state.gov
goive state.gov
Motffications and blocking level
Play a sound when a pop-up is blocked.
i [¥] Show Information Bar when a pop-up is blocked.
Blocking level:
[Mad\um Block most automatic pop-ups ']
Leam more sbout Pop-up Blocker (| Cose [)
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** In the event, that you do not have a successful log on to

GO using Internet Explorer, please follow these steps:**

1) Openinternet explorer. On
the top left hand corner of
the browser, select Tools. A
drop down menu will
appear. Select Compatibility
View Settings.

2) Inthe field that says Address
of websites to allow, enter
the following then click Add:

a. https://go.state.gov
b. https://cag.state.gov
c. https://goive.state.gov

*Note: All of these individual links
will appear under “state.gov” under
Websites you’ve added to
Compatibility View.

File Edit View Favorites

elp

i Favorites ol [ BM

5| - [ BMC Remedy (Search;

Reopen closed tab:
View tabs that you've clo

& RD Web Access

Delete Browsing History... Cirl+ShiftDel
InPrivate Browsing Ctrl+ Shift+P
Diagnose Connection Problems...

Reopen Last Browsing Session

InPrivate Filtering Ctrl+ Shift+F
InPrivate Filtering Settings

[ |

Manage

Compatibility View

Reopen Last Browsing

Learn more about tabs 3

Compatibiity View Setings “
Subscribe to this Feed...

Feed Discovery >
Windows Update

Developer Tools F12
OneNote Linked Notes

Lync add-on
Send to OneNote

Intemet Options

Compatibility View Settings (S|

Q ‘fou can add and remove websites to be displayed in l
& Compatibility View.

Add this website;
é } Add

Websites you've added to Compatibility View:

Remove

Indude updated website lists from Microsoft
Display intranet sites in Compatibility View
[~ Display all websites in Compatibility View

In the event that you are still unable to log into GO,
go to https://cag.state.gov and log in.

Java and Citrix installations are complete!

Web browser configuration is complete!

You are ready to access GO!
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